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SAFETY, EFFECTIVENESS AND SECURITY IN THE IMPLEMENTATION AND USE 
OF CONNECTED MEDICAL DEVICES OR CONNECTED HEALTH SOFTWARE 

 
Part 1: Application of risk management 

 

1 Scope 
 
 
 
 
This standard serves to ensure the KEY PROPERTIES of connected MEDICAL DEVICES and connected HEALTH 

SOFTWARE are maintained during Implementations and Clinical Use as depicted at Figure 1.  

This standard is not intended to be a general standard establishing SAFETY, EFFECTIVENESS and security of 
the individual components of a connected system, but rather to ensure that the SAFETY, EFFECTIVENESS and 
security of the components is maintained when connected in a system and both for the components and the 
system. This would include ensuring that pre-existent component HAZARDS and associated RISKS are not 
exacerbated because of connection and that any emergent HAZARDS and associated RISKS as result of 
connection are appropriately managed. 

This standard is intended for use by HDO of any size, for example a small-scale organisation 
incorporating a single MEDICAL DEVICE through to a large scale integrated health IT system spanning 
multiple locations. It is also intended to assist manufacturers in the provision of support to HDOs 
during the connection of MEDICAL DEVICES and HEALTH SOFTWARE within MEDICAL IT-NETWORKS. 

This standard provides requirements and guidance to organisations involved in the application of 
RISK MANAGEMENT during and after the connection of MEDICAL DEVICES and HEALTH SOFTWARE within 
MEDICAL IT-NETWORKS. It also applies to health organisations that have created their own HEALTH 

SOFTWARE or hardware. 

This standard does not apply to MEDICAL DEVICES such as closed proprietary single MEDICAL DEVICES which 
are not connected to any MEDICAL IT-NETWORK. The manufacturer of these devices assumes responsibility for 
RISK MANAGEMENT through its practices and instructions for use as defined in ISO 14971.   

This standard does not address regulatory or legal requirements. 

NOTE: In this standard, the conjunctive "or" is used as an "inclusive or", so a statement is true if any combination of the conditions 

is true. 

2 Normative References 

There are no normative references in this document. 

3 Terms and Definitions 

 

For the purposes of this document, the following terms and definitions apply. 

ISO and IEC maintain terminological databases for use in standardisation at the following 
addresses: 

– IEC Electropedia: available at http://www.electropedia.org/ 

– ISO Online browsing platform: available at http://www.iso.org/obp 

3.1 
ACCOMPANYING DOCUMENT 

a document accompanying a MEDICAL DEVICE, accessory to a MEDICAL DEVICE or HEALTH SOFTWARE 
and containing information for the RESPONSIBLE ORGANISATION or OPERATOR, particularly regarding 
SAFETY and security    

Note 1 to entry:   Adapted from IEC 60601-1:2005, definition 3.4. 

3.2 
CHANGE-RELEASE MANAGEMENT 

PROCESS that ensures that all changes to the IT-NETWORK are assessed, approved, implemented and 

2018-07-02: Scope section updated to incorporate feedback from the ISO80001-1 workshop, 
London 21st/22nd June 2018. 

2018-07-02: Definition for HEALTH SOFTWARE added. 

DRAFT

New title
!
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Temporary Annex—Mapping of IEC 80001-1 text to reorganised 
document (by section). 
 
 
 
 
 
 
 

ISO31000: 2018 IEC 80001-1 Content 
Reorganisation 

IEC 80001-1: 2010 

Section 
No: 

Section Heading: Section 
No: 

Section Heading: Section No: Section Heading: 

n/a Foreword n/a Foreword n/a Foreword 
n/a Introduction n/a Introduction n/a Introduction 

1 Scope 1 Scope 1 Scope 

2 Normative 
references 

2 Normative References   

3 Terms and 
definitions 

3 Terms and Definitions 2 Terms and Definitions 

4 Principles 4. Principles   

    4 Life cycle RISK 
MANAGEMENT in 
MEDICAL 
IT-NETWORKS 

5 Framework 5. Framework   

5.1 General 5.1 General   

5.2 Leadership and 
commitment 

5.2 Leadership and 
Commitment 

  

  5.2.1 General 4.1 Overview 

5.3 Integration 5.2.2 Integrating RISK 
MANAGEMENT 

  

5.4 Design 5.3 Design/planning   

5.4.1 Understanding the 
organisation and its 
context 

5.3.1 Understanding the 
organisation and its 
context 

  

2018-01-26: To be completed. 

2018-01-26: This table provides mapping of the structures of ISO/DIS 31001 and IEC 80001- 1:2010to 
this reorganised draft. It is for help in reviewing this draft and is not intended to become part of the 
final standard. 

NOTE:  Alignment with ISO 31000, includes ISO 9001 
alignment; but not an ISO Directives Annex SL “Management 
Systems” Standard.
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ISO / IEC 80001 Guidance Documents

Guidance documents facilitate understanding & implementation:
80001-2-1 Step-by-Step Risk Management
80001-2-2 Communicating Security Needs, Risks & Controls
80001-2-3 Wireless Guidance
80001-2-4 HCO Implementation Guidance
80001-2-5 Distributed Alarm Systems
80001-2-6 Responsibility Agreements
80001-2-7 Conformance Self-assessment Guidance
80001-2-8 Mapping Security Controls to 19 Capabilities
80001-2-9 Security Assurance Case for 19 Capabilities

Note:  Tooling is available, such as those provided by Symantec or NovaLeah
(https://www.youtube.com/watch?v=NYwncBtH-TE&authuser=0 ).
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Figure 1: Lifecycle Diagram 

 

Figure 2: Sociotechnical system underlying Health IT‐Related Adverse Events 
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Table A.1 – Examples of software (SW) in or not in the scope of this standard 588 

In scope NOT in scope 
– SW-only products for health use 

– Mobile apps without “applied parts” (*)  

– Laboratory information SW 

– Radiology information SW 

– SW for individuals in fitness centres,  

– SW for finding best conception moment 

– Computer-aided diagnosis SW 

– Analysis SW for medical images 

– Clinical Decision Support software used to 
aid diagnosis, treatment, and health 
management of individuals 

– Individual stress relief SW with feedback  

– Training plan SW for re-VALIDATION 
purposes 

– SW for stimulating activity by Alzheimer 
patients 

– Electronic Health Record systems, 
including Electronic Medical Record 
systems 

– Hospital information systems 

– HEALTH SOFTWARE provided as a service 
hosted by an external organisation 

(*) “applied parts” are specific sensors or detectors that are 
applied to the human body to capture (bio)signals, e.g., for 
health purposes. A camera or microphone on a smartphone 
or tablet computer is not considered a specific sensor or 
detector. 

– SW that is not an executable, 
such as libraries, sets of 
reference values, .... 

– SW not addressing health 
issues for individuals 

– Hospital billing SW 

– Hospital equipment 
maintenance scheduling SW 

– Epidemiological study SW 

– Nurse training SW 

– Self-study for medical 
professionals 

– Electronic logbook for nursing 
home 

 

Also outside of the scope is 
software, or their updates, 
intended to drive (parts of)  

– Medical electrical equipment or 
systems covered by the IEC 
60601 series 

– In vitro diagnostic equipment 
covered by the IEC 61010 
series  

– Implantable devices covered 
by the ISO 14708 series 

 589 

 590 

Figure A.1 – Scope of this standard 591 

Health software

SW-only 
medical 
device

SW driving 
a medical  

device

For specific 
hardware

For general 
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IEC 82304-1

SW-only product 
for other 
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SW driving 
specific health 

hardware

IEC CDV 82304-1 � IEC 2015 – 6 – 62A/1013/CDV 

HEALTH SOFTWARE – 26 

Part 1: General requirements for product safety 27 

1 Scope 28 

1.1 Purpose 29 

This International Standard applies to the SAFETY of HEALTH SOFTWARE PRODUCTS designed to 30 
operate on general computing platforms and intended to be placed on the market without 31 
dedicated hardware, and its primary focus is on the requirements for MANUFACTURERS. 32 

1.2 Field of application 33 

This standard covers the entire lifecycle including design, development, VALIDATION, 34 
installation, maintenance, and disposal of HEALTH SOFTWARE PRODUCTS. 35 

IEC 82304-1 does not apply to HEALTH SOFTWARE which is intended to become part of a 36 
specific hardware designed for HEALTH use. Specifically, IEC 82304-1 does not apply to: 37 

a) medical electrical equipment or systems covered by the IEC 60601/IEC 80601 series; 38 

b) in vitro diagnostic equipment covered by the IEC 61010 series; 39 

c) implantable devices covered by the ISO 14708 series 40 
NOTE  This standard also applies to HEALTH SOFTWARE PRODUCTS (e.g., medical apps, health apps) intended to be 41 
used in combination with mobile computing platforms. 42 

1.3 Compliance 43 

Compliance with this standard is determined by inspection of all documentation required by 44 
this standard. 45 

Assessment of compliance is carried out by the MANUFACTURER and documented as part of the 46 
ACCOMPANYING DOCUMENTS. 47 

Where the HEALTH SOFTWARE PRODUCT is subject to regulatory requirements, external 48 
assessment of all documentation required by this standard is possible. 49 

Where this standard normatively references parts or clauses of other standards focused on 50 
SAFETY, the MANUFACTURER may use alternative methods. Provided it can be demonstrated 51 
that the process results of such alternative methods are equivalent including traceability and 52 
the RESIDUAL RISK remains acceptable, these alternative methods are considered acceptable 53 
to demonstrate conformity with this standard. 54 

NOTE  The term “conformance” is used in ISO/IEC 12207 where the term “compliance” is used in this standard. 55 

2 Normative references 56 

The following documents, in whole or in part, are normatively referenced in this document and 57 
are indispensable for its application. For dated references, only the edition cited applies. For 58 
undated references, the latest edition of the referenced document (including any 59 
amendments) applies.  60 

In each case where a normatively referenced standard uses the term “medical device” or 61 
“medical device software” ”, the term “HEALTH SOFTWARE” or “HEALTH SOFTWARE PRODUCT”, as 62 
appropriate, shall be substituted. 63 

When applying this standard, definitions and requirements, either in this standard or in a 64 
standard normatively referred to, that use the term “patient” shall be considered as applying 65 
to the person for whose HEALTH benefit the HEALTH SOFTWARE is used. 66 

IEC 62304:2006, Medical device software – Software life cycle processes 67 
IEC 62304:2006/AMD1:2015 68 
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PAS 277:2015

Health and wellness apps – Quality criteria 
across the life cycle – Code of practice

1

PAS 277:2015

© The British Standards Institution 2015

1 Scope

This PAS gives recommendations for developers of 
health and wellness apps, intending to meet the 
needs of health care professionals, patients, carers and 
the wider public. It includes a set of quality criteria 
and covers the app project life cycle, through the 
development, testing, releasing and updating of an 
app, including native, hybrid and web based apps, 
those apps associated with wearable, ambient and 
other health equipment and apps that are linked to 
other apps. It also addresses fitness for purpose and the 
monitoring of usage.

This PAS does not cover the processes or criteria that 
an app developer or publisher follow to establish 
whether a health and wellness app is subject to 
regulatory control (e.g. as a medical device, or related 
to information governance).

This PAS informs the development of health and 
wellness apps irrespective of whether they are placed in 
the market, and including free of charge.

NOTE 1 The development and placing on the market, 
including free of charge, of a health and wellness app 
may be covered by certain legislation, for example the 
Medical Devices Directive [1].

NOTE 2 The focus of this PAS is on commodity apps 
available through app repositories, but may also be 
relevant to specialized applications running on other 
platforms.

NOTE 3 This PAS is not intended to replace 
documentation provided by platform curators on 
requirements for apps made available on the platform, 
unless referenced by platform curators.

NOTE 4 It is not intended to cover apps for enforcement 
or legal advice purposes. For example, apps used to 
monitor alcohol levels for drivers are out of scope.

2 Normative references

The following documents, in whole or in part, are 
normatively referenced in this document and are 
indispensable for its application. For dated references, 
only the edition cited applies. For undated references, 
the latest edition of the referenced document 
(including any amendments) applies.

BS ISO/IEC 90003, Software engineering – Guidelines for 
the application of ISO 9001:2000 to computer software

Note:  Now a CEN/TC 251 project & 
possible future JWG7 project.
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3.4  194 
CHANGE REQUEST 195 
a documented specification of a change to be made to HEALTH SOFTWARE 196 

3.5  197 
CONFIGURATION ITEM 198 
entity that can be uniquely identified at a given reference point 199 

Note 1 to entry: Based on ISO/IEC 12207:2008, 4,7. 200 

3.6  201 
DELIVERABLE 202 
required result or output (includes documentation) of an ACTIVITY or TASK 203 

3.7  204 
EVALUATION 205 
a systematic determination of the extent to which an entity meets its specified criteria 206 

[SOURCE: ISO/IEC 12207:2008, 4.12] 207 

3.8  208 
HARM 209 
injury or damage to the health of people, or damage to property or the environment 210 

[SOURCE: ISO/IEC Guide 51:2014, 3.1] 211 

3.9  212 
HAZARD 213 
potential source of HARM 214 

Note 1 to entry: Potential sources of HARM include breach of SECURITY and reduction of effectiveness. 215 

[SOURCE: ISO/IEC Guide 51:2014, 3.2, modified — Note 1 to entry has been added.] 216 

3.10  217 
HAZARDOUS SITUATION 218 
circumstance in which people, property or the environment are exposed to one or more 219 
HAZARD(S) 220 

[SOURCE: ISO/IEC Guide 51:2014, 3.4] 221 

3.11  222 
HEALTH SOFTWARE 223 
SOFTWARE SYSTEM intended to be used specifically for managing, maintaining, or improving 224 
health of individual persons, or the delivery of care.  225 

Note 1 to entry: HEALTH SOFTWARE fully includes what is considered software as a MEDICAL DEVICE  226 

Note 2 to entry: Examples of HEALTH SOFTWARE include:  227 

1. Nnon-regulatedMEDICAL DEVICE HEALTH SOFTWARE; Mobile applications running on devices without using 228 
specific sensors or detectors, Hospital information systems; 229 

2. MEDICAL DEVICE SOFTWARE: software that is an integral part of an Infusion pump or Dialysis machine; 230 
3. Software as a MEDICAL DEVICE: A software application that reviews MRI’s and highlights areas for a 231 

clinician to review. 232 
 Note 2 to entry: Examples of HEALTH SOFTWARE include: Software only products for health use; Hospital 233 
information systems; SW for stimulating activity by Alzheimer patients; Mobile applications running on devices 234 
without using specific sensors or detectors. 235 

[SOURCE: IEC 82304-1:2016, 3.6 and A. mModified - Note 2 to entry added] 236 
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HEALTH SOFTWARE – 109 

SOFTWARE LIFE CYCLE PROCESSES 110 

1 Scope 111 

1.1 * Purpose 112 

This documentstandard defines the development and maintenance life cycle requirements for 113 
HEALTH SOFTWARE. The set of PROCESSES, ACTIVITIES, and TASKS described in this standard 114 
establishes a common framework for HEALTH SOFTWARE life cycle PROCESSES. 115 

1.2 * Field of application 116 

This documentstandard applies to the development and maintenance of HEALTH SOFTWARE by a 117 
MANUFACTURER. MEDICAL DEVICE SOFTWARE is a subset of HEALTH SOFTWARE. Therefore, this 118 
standard applies to: 119 

– Non-REGULATEDMEDICAL DEVICE HEALTH SOFTWARE, 120 

– MEDICAL DEVICE S where software that is an embedded or an integral part of the final 121 
MEDICAL DEVICE, 122 

– Software as a Medical Device, i.e., MEDICAL DEVICE SOFTWARE (also referred to as Software 123 
as a Medical Device)  where the software is itself a MEDICAL DEVICE. 124 

 125 
NOTE 1 This standard can be used in the development and maintenance of software that is itself a MEDICAL 126 
DEVICE. However, additional development activities are needed at the SYSTEM level before this type of software can 127 
be placed into service. These SYSTEM activities are not covered by this standard, but can be found in 128 
IEC 82304-1 [6]. 129 

This documentstandard describes PROCESSES that are intended to be applied to software which 130 
executes on a processor or which is executed by other software (for example an interpreter) 131 
which executes on a processor. 132 

This documentstandard applies regardless of the persistent storage device(s) used to store the 133 
software (for example: hard disk, optical disk, permanent or flash memory). 134 

This documentstandard applies regardless of the method of delivery of the software (for 135 
example: transmission by network or email, EEPROM, Smart Drive, Cloud, vendor network). 136 
The method of software delivery itself is not considered MEDICAL DEVICEHEALTH SOFTWARE. 137 

This documentstandard does not cover validation and final release of the product, even when 138 
the product consists entirely of software.  It also does not cover software lifecycle steps after 139 
release of the product, including implementation, configuration, integration (with other 140 
systems), go-live, clinical use, operations, decommissioning or disposal, other than ACTIVITIES 141 
involving maintenance of the software. 142 

NOTE 2 If a product incorporates embedded software intended to be executed on a processor, the requirements of 143 
this documentstandard apply to the software, including the requirements concerning software of unknown 144 
provenance (see 8.1.2). 145 

NOTE 3 Validation and other development activities are needed at the SYSTEM level before the software and 146 
product can be placed into service. These SYSTEM activities are not covered by this standard, but can be found in 147 
related product standards (e.g., IEC 60601-1 [1], IEC 82304-1 [6], etc.).  148 

1.3 Relationship to other standards 149 

This HEALTH SOFTWARE life cycle standard is to be used together with other appropriate 150 
standards when developing and maintaining a product. Annex C shows the relationship 151 
between this standard and other relevant standards. 152 



© Trusted Solutions Foundry, Inc.  2018

Trusted
Solutions
Foundry

Results of CDV ballot …
1. Draft 62304 2nd Edition CDV/DIS did not pass in IEC/SC62A or ISO/TC215

2. In IEC, there were 9 countries voting against with comments and 13 countries 
voting in favor.  We did not make the <=25% negative threshold (or >=66.7%).

3. In ISO, there were 4 countries voting against, 16 countries abstaining, and 13 
positive votes.  So, the document did not make the <=25% negative threshold (or 
>=66.7%).

4. The team is currently addressing the comments and will have a F2F meeting in 
October in Italy in conjunction with ISO/TC215 plenary and work group meetings.

5. Team will have a CD3 and then another CDV/DIS.  

6. The team will also have a “webinar” or messaging campaign to make sure the 
document is addressing concerns/comments from the countries and trade 
organizations.  An INF document will be going out with information on this 
(targeting Webinars for early October).
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HEALTH SOFTWARE – 109 

SOFTWARE LIFE CYCLE PROCESSES 110 

1 Scope 111 

1.1 * Purpose 112 

This documentstandard defines the development and maintenance life cycle requirements for 113 
HEALTH SOFTWARE. The set of PROCESSES, ACTIVITIES, and TASKS described in this standard 114 
establishes a common framework for HEALTH SOFTWARE life cycle PROCESSES. 115 

1.2 * Field of application 116 

This documentstandard applies to the development and maintenance of HEALTH SOFTWARE by a 117 
MANUFACTURER. MEDICAL DEVICE SOFTWARE is a subset of HEALTH SOFTWARE. Therefore, this 118 
standard applies to: 119 

– Non-REGULATEDMEDICAL DEVICE HEALTH SOFTWARE, 120 

– MEDICAL DEVICE S where software that is an embedded or an integral part of the final 121 
MEDICAL DEVICE, 122 

– Software as a Medical Device, i.e., MEDICAL DEVICE SOFTWARE (also referred to as Software 123 
as a Medical Device)  where the software is itself a MEDICAL DEVICE. 124 

 125 
NOTE 1 This standard can be used in the development and maintenance of software that is itself a MEDICAL 126 
DEVICE. However, additional development activities are needed at the SYSTEM level before this type of software can 127 
be placed into service. These SYSTEM activities are not covered by this standard, but can be found in 128 
IEC 82304-1 [6]. 129 

This documentstandard describes PROCESSES that are intended to be applied to software which 130 
executes on a processor or which is executed by other software (for example an interpreter) 131 
which executes on a processor. 132 

This documentstandard applies regardless of the persistent storage device(s) used to store the 133 
software (for example: hard disk, optical disk, permanent or flash memory). 134 

This documentstandard applies regardless of the method of delivery of the software (for 135 
example: transmission by network or email, EEPROM, Smart Drive, Cloud, vendor network). 136 
The method of software delivery itself is not considered MEDICAL DEVICEHEALTH SOFTWARE. 137 

This documentstandard does not cover validation and final release of the product, even when 138 
the product consists entirely of software.  It also does not cover software lifecycle steps after 139 
release of the product, including implementation, configuration, integration (with other 140 
systems), go-live, clinical use, operations, decommissioning or disposal, other than ACTIVITIES 141 
involving maintenance of the software. 142 

NOTE 2 If a product incorporates embedded software intended to be executed on a processor, the requirements of 143 
this documentstandard apply to the software, including the requirements concerning software of unknown 144 
provenance (see 8.1.2). 145 

NOTE 3 Validation and other development activities are needed at the SYSTEM level before the software and 146 
product can be placed into service. These SYSTEM activities are not covered by this standard, but can be found in 147 
related product standards (e.g., IEC 60601-1 [1], IEC 82304-1 [6], etc.).  148 

1.3 Relationship to other standards 149 

This HEALTH SOFTWARE life cycle standard is to be used together with other appropriate 150 
standards when developing and maintaining a product. Annex C shows the relationship 151 
between this standard and other relevant standards. 152 
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1 Scope 111 

1.1 * Purpose 112 

This documentstandard defines the development and maintenance life cycle requirements for 113 
HEALTH SOFTWARE. The set of PROCESSES, ACTIVITIES, and TASKS described in this standard 114 
establishes a common framework for HEALTH SOFTWARE life cycle PROCESSES. 115 
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This documentstandard applies to the development and maintenance of HEALTH SOFTWARE by a 117 
MANUFACTURER. MEDICAL DEVICE SOFTWARE is a subset of HEALTH SOFTWARE. Therefore, this 118 
standard applies to: 119 

– Non-REGULATEDMEDICAL DEVICE HEALTH SOFTWARE, 120 

– MEDICAL DEVICE S where software that is an embedded or an integral part of the final 121 
MEDICAL DEVICE, 122 

– Software as a Medical Device, i.e., MEDICAL DEVICE SOFTWARE (also referred to as Software 123 
as a Medical Device)  where the software is itself a MEDICAL DEVICE. 124 

 125 
NOTE 1 This standard can be used in the development and maintenance of software that is itself a MEDICAL 126 
DEVICE. However, additional development activities are needed at the SYSTEM level before this type of software can 127 
be placed into service. These SYSTEM activities are not covered by this standard, but can be found in 128 
IEC 82304-1 [6]. 129 

This documentstandard describes PROCESSES that are intended to be applied to software which 130 
executes on a processor or which is executed by other software (for example an interpreter) 131 
which executes on a processor. 132 

This documentstandard applies regardless of the persistent storage device(s) used to store the 133 
software (for example: hard disk, optical disk, permanent or flash memory). 134 

This documentstandard applies regardless of the method of delivery of the software (for 135 
example: transmission by network or email, EEPROM, Smart Drive, Cloud, vendor network). 136 
The method of software delivery itself is not considered MEDICAL DEVICEHEALTH SOFTWARE. 137 

This documentstandard does not cover validation and final release of the product, even when 138 
the product consists entirely of software.  It also does not cover software lifecycle steps after 139 
release of the product, including implementation, configuration, integration (with other 140 
systems), go-live, clinical use, operations, decommissioning or disposal, other than ACTIVITIES 141 
involving maintenance of the software. 142 

NOTE 2 If a product incorporates embedded software intended to be executed on a processor, the requirements of 143 
this documentstandard apply to the software, including the requirements concerning software of unknown 144 
provenance (see 8.1.2). 145 

NOTE 3 Validation and other development activities are needed at the SYSTEM level before the software and 146 
product can be placed into service. These SYSTEM activities are not covered by this standard, but can be found in 147 
related product standards (e.g., IEC 60601-1 [1], IEC 82304-1 [6], etc.).  148 

1.3 Relationship to other standards 149 

This HEALTH SOFTWARE life cycle standard is to be used together with other appropriate 150 
standards when developing and maintaining a product. Annex C shows the relationship 151 
between this standard and other relevant standards. 152 
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Heath informatics — Health software and health IT systems 38 

safety, effectiveness and security — Part 1: Foundational 39 

principles, concepts and terms 40 

1 Scope 41 

1.1 This document articulates the foundational principles, concepts, and terms for health software and 42 
health IT system safety across the full lifecycle, from concept to disposal, taking into account the 43 
evolving complex internal and external context, including people, technology (hardware/software), 44 
organization, process, and external environment. It also addresses the transition points in the lifecycle 45 
where transfers of responsibility occur, and the types of bilateral communication that are necessary.  46 
This document provides a unifying foundation for other standards that collectively address all lifecycle 47 
stages, the context of use, and focus areas necessary to ensure the safety, effectiveness, and both data 48 
and system security (including privacy) of health software and health IT systems.  49 

1.2 This document describes the fundamental concepts and principles of managing safety, 50 
effectiveness and security (SES) management that are applicable to all parties involved in the health 51 
software and systems lifecycle including: 52 

� Organizations designing, developing, integration, implementing and operating these systems – e.g. 53 
software developers and manufacturers, system integrators, system operators (including cloud 54 
and other IT service providers) 55 

� Health care service delivery organizations, health care providers and others who use these 56 
systems in providing health services 57 

� Governments, health system funders, monitoring agencies, professional organizations and 58 
customers seeking confidence in an organization’s ability to consistently safe, effective and secure 59 
health IT systems and services 60 

� Organizations and interested parties seeking to improve communication in managing safety, 61 
effectiveness and security risks through a common understanding of the vocabulary used in SES 62 
management; 63 

� Organizations performing conformity assessments against the requirements of ISO/IEC 80001 64 
series; 65 

� Providers of training, assessment or advice in safety, effectiveness and security risk management 66 
for HIT software and systems 67 

� Developers of related SES standards. 68 

1.3 This document specifies the terms and definitions that apply to all future safety, effectiveness and 69 
security risk management system standards developed by ISO/TC 215, and other health sector-70 
specific SES standards based on those standards. 71 
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involved are more interdependent and connected as the scale of connected devices and interoperable 397 
systems grows. As such, it is important that all of those involved understand the entirety of the 398 
lifecycle of health IT so that they can better plan and respond to interdependencies and connections of 399 
which they may not have been previously aware. This also means that formalized communication 400 
between these stakeholders becomes essential in order to maintain consistency in managing the 401 
safety, effectiveness, and security of the greater healthcare infrastructure. 402 

5.1.2 The six themes articulated below provide an overarching framework for understanding how the 403 
eight foundational elements in Clause 6 can be leveraged in developing a more comprehensive and 404 
cohesive approach to addressing safety, effectiveness, and security (SES) through standards and 405 
guidance. 406 

5.2 Socio-Technical Ecosystem 407 

The implications of a more connected and complex healthcare ecosystem do not stop at the technology 408 
itself. Rather, it is important to consider the larger socio-technical environment illustrated in Figure 2, 409 
This includes: 410 

� The information and technology infrastructure (e.g. hardware, software, networks, interfaces to 411 
other systems and data), as well as the organizations involved in developing, implementing and 412 
operating the many HIT components and services involved; 413 

� The healthcare delivery context (e.g. the clinicians, patients and other people involved, clinical 414 
workflow and the specific organization (Healthcare Delivery Organization [HDO]) setting where 415 
the IT system is being deployed); 416 

� The broader health care system used (e.g. regulations, funding and policy implications) within 417 
which the HDO (and its supporting IT systems/infrastructure) must comply and operate 418 

NOTE  This socio-technical ecosystem then exists within an external environment (e.g. public opinion, 419 
ambient conditions), which from time to time can exogenously influence it. 420 

 421 
Figure 2 – Health software and systems within their socio-technical ecosystem 422 
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  Figure 1 – Relationship between lifecycle, roles, concepts, and principles 37 

Focus is to ensure that 
the “safety baton” is 
passed at each critical 
transition point
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 486 

Figure 6 – Health software lifecycle stages and transition points 487 

5.6 Communication 488 

5.6.1 Communication is key to any managed process. It becomes more important in complex systems 489 
with diverse stakeholders. In the case of the health software and health IT system lifecycle, it is crucial. 490 
As products or systems pass through different stages in the lifecycle, there is certain information that, 491 
if shared, can aid in the continuation of managing each of the foundational elements. 492 

5.6.2 At each stage of the lifecycle, it is important there are clearly defined stage owners who take on 493 
the responsibility of managing aspects of safety, effectiveness, and security as products or systems.  As 494 
these systems move through their lifecycle stages (see Figure 7), the stage owners need specific 495 
information from earlier stages to properly assess and manage the key SES properties at their stage. 496 
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Proposed to JWG7 @ 2018 Spring meetings in Maringá by Georg 
Heidenreich / Siemens …

Page 2 Heidenreich/ DKE

Security & Safety

Protection Goals:
• Essential Function
• Information Assets
(Data, functions, software)

Protection Goals:
• Health
• Safety
• Privacy

Product := System plus Documents
- Intended Use
- Instructions for Use
- Intended Operational Environment

Security Threats Safety Hazards

IEC 60601
ISO 14971
IEC 80001

Confidentiality of data in 
the device

Integrity of data
and functions

Availability of
data & services

Medical Device
Initial 
Event

Unplanned
Situation

Unforeseen
Event

Unintended
Effect

Hazardous
Action

Forgotten
Contributor

NOTE:  See complete presentation to 
JWG7 2018.05 Maringá 
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Page 3 Heidenreich/ DKE

Security: New standards proposals

Protection Goals:
• Essential Function
• Information Assets
(Data, functions, software)

Security Threats

IEC 62443

SAFECODE

IEC 62443

NIST SP800

OWASP

BSI / KRITIS

NP-1 Secure Process (Lifecycle)

NP-2  Security Functions (Requirements)

Confidentiality of data in 
the device

Integrity of data and
functions

Availability of
data & services

Medical Device

ü Focus on 
Manufacturers

ü Based on work from 
Germany DKE 811.3.3
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Page 4 Heidenreich/ DKE

Product Support for Security

Secure Manufacturing

Product Security Features

Documentation: Secure Use

Secure Tools and Components

IEC 82304: Product Safety

IEC 62304: Software Lifecycle

NP 
2

NP 
1
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Published: 2018 May

Guidance specifically 
for:
ü Healthcare 

Technology 
Management  (HTM) 
professionals

ü Developers and 
Clinical / IT Engineers

Guidance includes:
ü Cybersecurity Fundamentals
ü Regulatory & Standards
ü Managing the Asset
ü Risk Assessment & Mitigation
ü Trends and future 

developments
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AAMI:  Guidance for Newbies & Experts
Foreword (Karl J. West)

1. Medical Device Cybersecurity: A Public Health Perspective (Dale Nordenberg)

2. Objective and Scope of This Guide (Stephen L. Grimes, Axel Wirth)
3. Cybersecurity Fundamentals (Axel Wirth with intro by Lee Kim)

4. Understanding the Patient Care Environment (Stephen Grimes with intro by David Finn)

5. Managing the Technical Environment and Infrastructure (John T. Rasmussen with intro by Sue Schade)

6. Understanding the Regulatory and Standards Environment (Michelle Jump with intro by Suzanne Schwartz)

7. Stakeholders and Their Roles, Responsibilities, Training, and Education in Cybersecurity (Anahi Santiago 
with intro by Stephen Grimes)

8. Managing the Asset: Inventory and Configuration Management (Stephen Grimes with intro by Purna Prasad)

9. Medical Device Cybersecurity Risk Assessment (Stephen Grimes with intro by Todd Cooper)

10. Medical Device Cybersecurity Risk Mitigation: Establishing Effective Governance (Michael Busdicker, Scot 
Copeland, Priya Upendra with intro by Jennifer Jackson)

11. Medical Device Cybersecurity Risk Mitigation: Fundamentals of Securing Medical Devices (Ben Esslinger, 
Axel Wirth with intro Michael McNeil)

12. Medical Device Cybersecurity Risk Mitigation:  Incident Response (Timothy Torres with intro by Denise 
Anderson)

13. Trends and Future Developments in Securing Medical Devices (Ken Hoyme, Shankar Somasundaram, intro 
by Anita Finnegan)

Appendices (including examples for policies and procedures provided by Mayo Clinic and 
Scripps Mercy Hospital)
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AAMI:  Strong industry representation!


